DevRunner

Development & Consulting

Database Audit Trail Utility

Track changes to any table, any field

Know what program allowed the change

Protect valuable company information

Send e-mail when a field changes

Works with any Progress database

Document internal controls per Sarbanes-Oxley Act section 404

The Database Audit Trail Utility monitors changes (Adds, Updates, Deletes) to any Progress database.
You will know which db user made the change and their network user ID and workstation ID.

Monitor changes to:
- General Ledger records
Employee records Useful for all departments, and all
User Authorizations Progress db’s, even custom db’s.
Customer Orders
System Parameters
...any table, any field

You will know What, When, Who, and How changes were made so that corrections can be properly made
to restore system security.

This utility is particularly helpful to system administrators who need to stay on top of security changes that
are not tracked in standard SyteLine. Receive instant notifications by email when a field changes! Audits
of individual fields can be turned ‘off’ and then ‘on’ again at another time.

The Database Audit Trail Utility is:
Generic — written in plain Progress
Easily maintained — separate audit db with purge option
Standalone — does not require modifications or other system source code

See the following pages for additional description.
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Audit Set-up

To audit field changes, use the Audit Trail Parameters screen to:

- select the table and fields that you want to track. You can also select supplementary fields to be
captured for even more information. Example: When auditing the Employee ot-rate field, you can
select emp-num and name as Key supplementary Fields to be stored and reported.

Enable for Add, Update, or Delete. And, optionally, list up to 6 .p programs that you want to audit
or not audit in the “Enable For” and “Disable For” fields.

Then, attach a db trigger (included) on the selected event for that table. This trigger will create the audit
records.
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View and Purge Audit Data

Audit data for any table and field is easily viewed on the Audit Trail Report. Along with the audited field, 5
additional fields can be listed on the report for further information. Audit data can be purged after printing.

What, When, Who, and How

Save endless hours of effort trying to determine how and why a field change was made which affected
security or system behavior. Quickly give management the answers they need. Help them to comply with
the new government Sarbanes Oxley Act which mandates:

A. thatinternal controls of roles and responsibilities (ie. user authorizations) be documented

B. that business transactions be documented.
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E-mail Notification

Instantly receive notification of changed fields via e-mail! Customize the format and text of the email

messages.

Sample Output

05/ 24/ 04
1

Enpl oyee
enp- num
name:
Key Fi el d3:
Key Fiel d4:
Key Fi el d5:
Fi el d:
Audit Type:
Changed:
Syteline User Id
Networ k User 1d
Wor kstation |d:
ad Val ue
New Val ue:

Audit Trail

Tabl es:
Fi el ds:
Dat e Range: -
Syt e/ Net User:

Report Page:
[ ALL]
[ ALL]

1

Dani el s, David

ot-rate

Updat e

02/ 17/04 17:47: 42
daved

daved

LAPTCP_01

43. 268

143. 268

Enpl oyee
enp- num
name:
Key Fi el d3:
Key Fi el d4:
Key Fi el d5:
Fi el d:
Audit Type:
Changed:
Syteline User Id
Networ k User 1d
Wor kstation |d:
ad Val ue
New Val ue:

16

Dahl i nghaus, Dave

ot-rate

Del et e

02/ 08/ 04 11:00: 27
daved

daved

LAPTCOP_01

0
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Cost: $1,499 per site
Requires Progress 9 or above.
Installation by customer.
Installation, enhancements, and support are available at additional cost.

Contact us for additional information or to order.

DevRunner Ltd. Tel/Fax: (937)652-2088
276 Parkway Blvd Email: infol@devrunner.net
Urbana, OH 43078 Web: www.devrunner.net
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